Extranet Partner Configuration

Worksheet

(revised  04.08.2003)

Only awarded contract vendors who will provide an IT service for Human Services should use the form.
Important Note: Please allow appropriate time for configuration and install.
	General Information
	date:  <agency>

	requested date of install
	<agency>

	requesting agency
	<agency>

	requesting person
	<agency>

	project name
	<agency>

	requested hours of operation
	<agency>

	requested hours of support
	<agency>

	requested data throughput
	<agency>

	comments
	<any>


	Contact Information - Extranet Partner
	company name:  <agency>

	state contract number
	<agency>

	contact name  (technical)
	<extranet>

	contact title  (technical)
	<extranet>

	contact phone  (technical)
	<extranet>

	contact email  (technical)
	<extranet>

	contact fax  (technical)
	<extranet>

	contact name  (administrative)
	<extranet>

	contact title  (administrative)
	<extranet>

	contact phone  (administrative)
	<extranet>

	contact email  (administrative)
	<extranet>

	contact fax  (administrative)
	<extranet>

	comments
	<any>


	Contact Information - Host Division
	host site code:  <NetOps>

	host division
	<agency>

	host program
	<agency>

	contact name  (technical)
	<agency>

	contact title  (technical)
	<agency>

	contact phone  (technical)
	<agency>

	contact email  (technical)
	<agency>

	contact fax  (technical)
	<agency>

	contact name  (administrative)
	<agency>

	contact title  (administrative)
	<agency>

	contact phone  (administrative)
	<agency>

	contact email  (administrative)
	<agency>

	contact fax  (administrative)
	<agency>

	comments
	<any>


	Device Information - Extranet Partner
	perimeter location:  <NetOps>

	router information - name
	<extranet>

	make and model
	<extranet>

	route entries
	<extranet>

	router ACLs
	<extranet>

	rack number
	<NetOps>

	IP address
	<NetOps>

	interface address
	<NetOps>

	gateway address
	<NetOps>

	comments
	<any>


	Device Information - NJDHS
	perimeter location:  <NetOps>

	firewall info (primary) - name
	<NetOps>

	interface (port)
	<NetOps>

	route entries
	<NetOps>

	firewall info (secondary) - name
	<NetOps>

	interface (port)
	<NetOps>

	route entries
	<NetOps>

	router information - name
	<NetOps>

	make and model
	<NetOps>

	router entries
	<NetOps>

	router ACLs
	<NetOps>

	switch information - name
	<NetOps>

	VLAN name
	<NetOps>

	VLAN ID number
	<NetOps>

	VLAN port assignments
	<NetOps>

	1:  port
	:  speed
	:  duplex
	:  <NetOps>
	:  100mbps
	:  FULL

	2:  port
	:  speed
	:  duplex
	:  <NetOps>
	:  100mbps
	:  FULL

	3:  port
	:  speed
	:  duplex
	:  <NetOps>
	:  100mbps
	:  FULL

	4:  port
	:  speed
	:  duplex
	:  <NetOps>
	:  100mbps
	:  FULL

	5:  port
	:  speed
	:  duplex
	:  <NetOps>
	:  100mbps
	:  FULL

	6:  port
	:  speed
	:  duplex
	:  <NetOps>
	:  100mbps
	:  FULL

	Cable runs required - number
	# <NetOps>

	1:  source
	:  destination
	:  SW3548-DVP-- <NetOps>
	:  <NetOps>

	2:  source
	:  destination
	:  SW3548-DVP-- <NetOps>
	:  <NetOps>

	3:  source
	:  destination
	:  SW3548-DVP-- <NetOps>
	:  <NetOps>

	4:  source
	:  destination
	:  SW3548-DVP-- <NetOps>
	:  <NetOps>

	5:  source
	:  destination
	:  SW3548-DVP-- <NetOps>
	:  <NetOps>

	6:  source
	:  destination
	:  SW3548-DVP-- <NetOps>
	:  <NetOps>

	comments
	<any>


	IP Addressing Information
	partner:  <extranet>

	Extranet Network IP assignments
	<NetOps>

	Extranet Client Address space
	<extranet>

	NAT required?
	<NetOps> and <extranet>

	NAT as One-to-One?
	<NetOps> and <extranet>

	NATed address space
	<NetOps> and <extranet>

	Extranet Host Address space
	<extranet>

	NAT required?
	<NetOps> and <extranet>

	NAT as One-to-One?
	<NetOps> and <extranet>

	NATed address space
	<NetOps> and <extranet>

	NJDHS Client Address space
	<NetOps>

	NAT required?
	<NetOps> and <extranet>

	NAT as One-to-One?
	<NetOps> and <extranet>

	NATed address space
	<NetOps> and <extranet>

	NJDHS Host Address space
	<NetOps>

	NAT required?
	<NetOps> and <extranet>

	NAT as One-to-One?
	<NetOps> and <extranet>

	NATed address space
	<NetOps> and <extranet>

	comments
	<any>


	DNS Information
	partner:  <extranet>

	External DNS

	Hostname
	Domain Name
	Server IP address

	<extranet>
	<extranet>
	<extranet>

	<extranet>
	<extranet>
	<extranet>

	<extranet>
	<extranet>
	<extranet>

	<extranet>
	<extranet>
	<extranet>

	Internal DNS

	Hostname
	Domain Name
	Server IP address

	<extranet>
	<extranet>
	<extranet>

	<extranet>
	<extranet>
	<extranet>

	<extranet>
	<extranet>
	<extranet>

	<extranet>
	<extranet>
	<extranet>

	comments
	<any>


	Communication Line - Extranet Partner
	cicuit id:  <extranet>

	primary line
	<extranet>

	:type
	:speed
	:  <extranet>
	:  <extranet>

	backup line
	<extranet>

	:type
	:speed
	:  <extranet>
	:  <extranet>

	comments
	<any>


	Firewall Access – NJDHS Firewall entries
	perimeter location:  <NetOps>

	source  (name/IP)
	destination  (name/IP)
	ports  (name/value)

	<extranet>
	<extranet>
	<extranet>

	<extranet>
	<extranet>
	<extranet>

	<extranet>
	<extranet>
	<extranet>

	<extranet>
	<extranet>
	<extranet>

	<extranet>
	<extranet>
	<extranet>

	comments
	<any>


	Firewall Access – Extranet Firewall entries
	perimeter location:  <NetOps>

	source  (name/IP)
	destination  (name/IP)
	ports  (name/value)

	whatsup/205.148.55.67
	<NetOps> and <extranet>
	icmp

	whatsup/205.148.55.67
	<NetOps> and <extranet>
	<NetOps> and <extranet>

	<NetOps> and <extranet>
	Dhs-co-nt7
	BlackICE  [9999]

	comments
	<any>


Key:

<agency>
to be completed by the Requesting Agency.

<extranet>
to be completed by the Extranet Partner.
<NetOps>
to be completed by DHS Network Operations.
<NetOps> and <extranet>
requires communication between the DHS Network Operations and the Extranet Partner.
<any>
for any agency requiring an additional comment.
Document Flow:

1- Requesting Agency:

Receives the document from DHS Network Operations, completes all sections labeled <agency>, and forwards the document to the Extranet Partner.

2- Extranet Partner:

Receives document from the Requesting Agency, completes all sections labeled <extranet>, and returns document to the Requesting Agency.

3- Requesting Agency:

Receives document from the Extranet Partner, verifies all sections labeled <agency> and <extranet>, and then forwards document to DHS Network Operations at the email address of security@dhs.state.nj.us.

4- DHS Network Operations
Receives document from the Requesting Agency, and, if complete, processes requests.

Worksheet Help

(revised 07.25.2002)

The following tables are to provide HELP information only.

Please DO NOT modify any of the fields beyond this point.

	General Information
	todays date:  <the current date; entered by the Requesting Agency>

	requested date of install
	<the date that the actual installation of the equipment is requested; entered by Requesting Agency>

	requesting agency
	<the name of the agency requesting connectivity into NJDHS' network; entered by Requesting Agency>

	requesting person
	<the name of the contact who is requesting connectivity into NJDHS' network on behalf of the Requesting Agency; entered by Requesting Agency>

	project name
	<the name of the project for which this is requested; entered by Requesting Agency>

	requested hours of operation
	<the hours that this connection will be 'live'; entered by Requesting Agency>

	requested hours of support
	<the hours that this connection will require support from an NJDHS representative; entered by Requesting Agency>

	requested data throughput
	<the requested throughput for the network connection; entered by Requesting Agency>

	comments
	<this field is for the entry of any additional comments that may be required for clarification>


	Contact Information - Extranet Partner
	company name:  <the company name of this Extranet Partner; entered by Requesting Agency>

	state contract number
	<the State Contract number under which this company is doing business with the NJDHS; entered by Requesting Agency>

	contact name  (technical)
	<the name of the technical contact for the Extranet Partner; entered by the Extranet Partner>

	contact title  (technical)
	<the title of the technical contact for the Extranet Partner; entered by the Extranet Partner>

	contact phone  (technical)
	<the phone number of the technical contact for the Extranet Partner; entered by the Extranet Partner>

	contact email  (technical)
	<the email address of the technical contact for the Extranet Partner; entered by the Extranet Partner>

	contact fax  (technical)
	<the fax number of the technical contact for the Extranet Partner; entered by the Extranet Partner>

	contact name  (administrative)
	<the name of the administrative contact for the Extranet Partner; entered by the Extranet Partner>

	contact title  (administrative)
	<the title of the administrative contact for the Extranet Partner; entered by the Extranet Partner>

	contact phone  (administrative)
	<the phone number of the administrative contact for the Extranet Partner; entered by the Extranet Partner>

	contact email  (administrative)
	<the email address of the administrative contact for the Extranet Partner; entered by the Extranet Partner>

	contact fax  (administrative)
	<the fax number of the administrative contact for the Extranet Partner; entered by the Extranet Partner>

	comments
	<this field is for the entry of any additional comments that may be required for clarification>


	Contact Information - Host Division
	host site code:  <the Host Division's site code; entered by the NJDHS Network Operations staff>

	host division
	<name of the Host Division; entered by Requesting Agency>

	host program
	<the name of the program for the Host Division; entered by Requesting Agency>

	contact name  (technical)
	<the name of the technical contact for the Host Division; entered by Requesting Agency>

	contact title  (technical)
	<the title of the technical contact for the Host Division; entered by Requesting Agency>

	contact phone  (technical)
	<the phone number of the technical contact for the Host Division; entered by Requesting Agency>

	contact email  (technical)
	<the email address of the technical contact for the Host Division; entered by Requesting Agency>

	contact fax  (technical)
	<the fax number of the technical contact for the Host Division; entered by Requesting Agency>

	contact name  (administrative)
	<the name of the administrative contact for the Host Division; entered by Requesting Agency>

	contact title  (administrative)
	<the title of the administrative contact for the Host Division; entered by Requesting Agency>

	contact phone  (administrative)
	<the phone number of the administrative contact for the Host Division; entered by Requesting Agency>

	contact email  (administrative)
	<the email address of the administrative contact for the Host Division; entered by Requesting Agency>

	contact fax  (administrative)
	<the fax number of the administrative contact for the Host Division; entered by Requesting Agency>

	comments
	<this field is for the entry of any additional comments that may be required for clarification>


	Device Information - Extranet Partner
	perimeter location:  <the firewall perimeter to which this extranet partner will connect; entered by the NJDHS Network Operations staff>

	router information - name
	<the name of the partner's router; entered by the Extranet Partner>

	make and model
	<the make and model of the partner's router; entered by the Extranet Partner. >

Support will be provided by the Extranet Partner.

	route entries
	<required route entries – can attach the router config file; entered by the Extranet Partner>

	router ACLs
	<required route entries – can attach the router config file; entered by the Extranet Partner>

	rack number
	<the rack upon which to mount the partner's router; entered by the NJDHS Network Operations staff>

	IP address
	<the IP address information; entered by the NJDHS Network Operations staff>

	interface address
	<the IP address assigned to that interface of the partner's router that connects to NJDHS; entered by the NJDHS Network Operations staff>

	gateway address
	<the IP address of the gateway of the partner's router that connects to NJDHS; entered by the NJDHS Network Operations staff>

	comments
	<this field is for the entry of any additional comments that may be required for clarification>


	Device Information - NJDHS
	perimeter location:  <the firewall perimeter to which this extranet partner will connect; entered by the NJDHS Network Operations staff>

	firewall info (primary) - name
	<name of the primary firewall; entered by the NJDHS Network Operations staff>

	interface (port)
	<interface number on the primary firewall; entered by the NJDHS Network Operations staff>

	route entries
	<required router entries; entered by the NJDHS Network Operations staff>

	firewall info (secondary) - name
	<name of the secondary firewall; entered by the NJDHS Network Operations staff

	interface (port)
	<interface number on the primary firewall; entered by the NJDHS Network Operations staff>

	route entries
	<required router entries; entered by the NJDHS Network Operations staff>

	router information - name
	<name of the NJDHS router; entered by the NJDHS Network Operations staff>

	make and model
	<make and model of the NJDHS router; entered by the NJDHS Network Operations staff>

	router entries
	<required entries into the NJDHS router; entered by the NJDHS Network Operations staff>

	router ACLs
	<required ACL entries into the NJDHS router; entered by the NJDHS Network Operations staff>

	switch information - name
	<name of the NJDHS switch; entered by the NJDHS Network Operations staff>

	VLAN name
	<The name of the VLAN; entered by the NJDHS Network Operations staff>

	VLAN ID number
	<ID number of the VLAN; entered by the NJDHS Network Operations staff>

	VLAN port assignments
	<The port assignments of the VLAN; entered by the NJDHS Network Operations staff>

	1:  port
	:  speed
	:  duplex
	:  <port number on the switch; entered by the NJDHS Network Operations staff>
	:  <speed of the port; entered by the NJDHS Network Operations staff>
	:  <duplex setting on the port; entered by the NJDHS Network Operations staff>

	2:  port
	:  speed
	:  duplex
	:  <port number on the switch; entered by the NJDHS Network Operations staff>
	:  <speed of the port; entered by the NJDHS Network Operations staff>
	:  <duplex setting on the port; entered by the NJDHS Network Operations staff>

	3:  port
	:  speed
	:  duplex
	:  <port number on the switch; entered by the NJDHS Network Operations staff>
	:  <speed of the port; entered by the NJDHS Network Operations staff>
	:  <duplex setting on the port; entered by the NJDHS Network Operations staff>

	4:  port
	:  speed
	:  duplex
	:  <port number on the switch; entered by the NJDHS Network Operations staff>
	:  <speed of the port; entered by the NJDHS Network Operations staff>
	:  <duplex setting on the port; entered by the NJDHS Network Operations staff>

	5:  port
	:  speed
	:  duplex
	:  <port number on the switch; entered by the NJDHS Network Operations staff>
	:  <speed of the port; entered by the NJDHS Network Operations staff>
	:  <duplex setting on the port; entered by the NJDHS Network Operations staff>

	6:  port
	:  speed
	:  duplex
	:  <port number on the switch; entered by the NJDHS Network Operations staff>
	:  <speed of the port; entered by the NJDHS Network Operations staff>
	:  <duplex setting on the port; entered by the NJDHS Network Operations staff>

	Cable runs required - number
	The number of cable runs required; entered by the NJDHS Network Operations staff>

	1:  source
	:  destination
	:  entered by the NJDHS Network Operations staff>
	:  entered by the NJDHS Network Operations staff>

	2:  source
	:  destination
	:  entered by the NJDHS Network Operations staff>
	:  entered by the NJDHS Network Operations staff>

	3:  source
	:  destination
	:  entered by the NJDHS Network Operations staff>
	:  entered by the NJDHS Network Operations staff>

	4:  source
	:  destination
	:  entered by the NJDHS Network Operations staff>
	:  entered by the NJDHS Network Operations staff>

	5:  source
	:  destination
	:  entered by the NJDHS Network Operations staff>
	:  entered by the NJDHS Network Operations staff>

	6:  source
	:  destination
	:  entered by the NJDHS Network Operations staff>
	:  entered by the NJDHS Network Operations staff>

	comments
	<this field is for the entry of any additional comments that may be required for clarification>


	IP Addressing Information
	partner:  <name of the Extranet Partner; entered by the Extranet Partner>

	Extranet Network IP assignments
	<entered by the NJDHS Network Operations staff>

	Extranet Client Address space
	<The IP addresses assigned by the partner’s staff to their clients who will connect to NJDHS; entered by the Extranet Partner>

	NAT required?
	<The configuration of NAT requires communication between the DHS Network Operations and the Extranet Partner>

	NATed address space
	<The configuration of NAT requires communication between the DHS Network Operations and the Extranet Partner>

	Extranet Host Address space
	<The IP addresses assigned by the partner’s staff to their host servers which will be connected to by the clients within NJDHS; entered by the Extranet Partner>

	NAT required?
	<The configuration of NAT requires communication between the DHS Network Operations and the Extranet Partner>

	NATed address space
	<The configuration of NAT requires communication between the DHS Network Operations and the Extranet Partner>

	NJDHS Client Address space
	< The IP addresses assigned by NJDHS to their clients who will connect to the partner’s host servers; entered by the NJDHS Network Operations staff>

	NAT required?
	<The configuration of NAT requires communication between the DHS Network Operations and the Extranet Partner>

	NATed address space
	<The configuration of NAT requires communication between the DHS Network Operations and the Extranet Partner>

	NJDHS Host Address space
	<The IP addresses assigned by NJDHS to the host servers which will be connected to by the clients of the partner; entered by the NJDHS Network Operations staff>

	NAT required?
	<The configuration of NAT requires communication between the DHS Network Operations and the Extranet Partner>

	NATed address space
	<The configuration of NAT requires communication between the DHS Network Operations and the Extranet Partner>

	comments
	<this field is for the entry of any additional comments that may be required for clarification>


	DNS Information
	partner:  <name of the Extranet Partner; entered by the Extranet Partner>

	External DNS

	Hostname
	Domain Name
	Server IP address

	<the hostname of the server requiring a DNS entry; entered by the Extranet Partner>
	<the domain name of the server requiring a DNS entry; entered by the Extranet Partner>
	<the IP address of the server requiring a DNS entry; entered by the Extranet Partner>

	Internal DNS

	Hostname
	Domain Name
	Server IP address

	<the hostname of the server requiring a DNS entry; entered by the Extranet Partner>
	<the domain name of the server requiring a DNS entry; entered by the Extranet Partner>
	<the IP address of the server requiring a DNS entry; entered by the Extranet Partner>

	comments
	<this field is for the entry of any additional comments that may be required for clarification>


	Communication Line – Extranet Partner
	cicuit id:  <the ID number of the circuit; entered by the Extranet Partner>

	primary line
	<description of the primary line; entered by the Extranet Partner>

Support will be provided by the Extranet Partner

	:type
	:speed
	:  <type of the line; entered by the Extranet Partner>
	:  <speed of the line; entered by the Extranet Partner>

	backup line
	<description of the secondary line; entered by the Extranet Partner>

Support will be provided by the Extranet Partner

	:type
	:speed
	:  <type of the line; entered by the Extranet Partner>
	:  <speed of the line; entered by the Extranet Partner>

	comments
	<this field is for the entry of any additional comments that may be required for clarification>


	Firewall Access - NJDHS
	perimeter location:  <the firewall perimeter to which this extranet partner will connect; entered by the NJDHS Network Operations staff>

	source  (name/IP)
	destination  (name/IP)
	ports  (name/value)

	<list the sources, both by name and by IP address, either host or network, for required network traffic; entered by the Extranet Partner>
	<list the sources, both by name and by IP address, either host or network, for required network traffic; entered by the Extranet Partner>
	<list the ports that are required for the source(s) to communicate with the destination(s) for this requested network traffic; entered by the Extranet Partner>

	[one access request per  row please]

	comments
	<this field is for the entry of any additional comments that may be required for clarification>


	Firewall Access - Extranet
	perimeter location:  <the firewall perimeter to which this extranet partner will connect; entered by the NJDHS Network Operations staff>

	source  (name/IP)
	destination  (name/IP)
	ports  (name/value)

	<the source used to monitor extranet host systems; entered by the NJDHS Network Operations staff>
	<The configuration of this monitoring requires communication between the DHS Network Operations and the Extranet Partner>
	<list the ports that are required for the whatsup monitoring system to communicate with the monitored servers; entered by the NJDHS Network Operations staff>

	<the source used to monitor extranet host systems; entered by the NJDHS Network Operations staff>
	<The configuration of this monitoring requires communication between the DHS Network Operations and the Extranet Partner>
	<The configuration of this monitoring requires communication between the DHS Network Operations and the Extranet Partner>

	comments
	<this field is for the entry of any additional comments that may be required for clarification>


Key:

<agency>
to be completed by the Requesting Agency.

<extranet>
to be completed by the Extranet Partner.

<NetOps>
to be completed by DHS Network Operations.

<NetOps> and <extranet>
requires communication between the DHS Network Operations and the Extranet Partner.

<any>
for any agency requiring an additional comment.

Document Flow:

1- Requesting Agency:

Receives the document from DHS Network Operations, completes all sections labeled <agency>, and forwards the document to the Extranet Partner.

2- Extranet Partner:

Receives document from the Requesting Agency, completes all sections labeled <extranet>, and returns document to the Requesting Agency.

3- Requesting Agency:

Receives document from the Extranet Partner, verifies all sections labeled <agency> and <extranet>, and then forwards document to DHS Network Operations at the email address of security@dhs.state.nj.us.

4- DHS Network Operations
Receives document from the Requesting Agency, and, if complete, processes requests.
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